Act on Energy Privacy Policy
Our privacy policy provides you with details of the information that Act on Energy collects and uses about you, the data
subject. Act on Energy is registered as a ‘data controller’ and ‘processor’ under the General Data Protection Regulations
(GDPR), because we collect and process personal information about you. We process and hold your information in order
to provide energy advice and energy efficiency services. This Policy explains how we use and share your information.
Information may be collected on a paper or online form, by telephone, email, by a member of our staff, or one of our
partners.
Why do we collect information about you?
We need to collect and hold information about you, in order to:
• confirm your identity to provide some services;
• contact you by post, email or telephone;
• understand your needs to provide the services that you request;
• understand what we can do for you and inform you of other relevant services and benefits;
• obtain your opinion about our services;
• update your customer record;
• prevent and detect fraud and crime in the use of public funds;
• make sure we meet our statutory obligations including those related to diversity and equalities;
• help us to build up a picture of how we are performing at delivering services to you and what services the people
of Warwickshire, Worcestershire, Coventry, Birmingham and Solihull need.
It is important to be aware that we may not be able to provide you with a product or service unless we have enough
information, or your consent to use that information. If you have been referred by a professional the information
provided will be stored for 30 days before confirmation by you is given.
We process personal data including but not limited to:
• Name, address and contact details
• Correspondence with you, such as information you have provided
• Information regarding your personal circumstances
• Information regarding living individuals (e.g. householders, suppliers, staff)
• Financial details
• Data provided to prove your identity
We process sensitive data such as:
Physical or mental health conditions
On occasion we may collect children’s data from a parent, guardian or professional. This personal data will include the
child’s name and address, the school which the child attends and in limited circumstances of grant application, health
data.
This data is collected under the GDPR category of consent.
How we Use your information
We will use the information you provide in a manner that conforms to the GDPR. We will endeavour to keep your
information accurate and up to date and not keep it for longer than is necessary. In some instances the law sets the
length of time information has to be kept. We will process your information for the following purposes:
• for the service you requested, and to monitor and improve Act on Energy performance in responding to your
request
• to allow us to be able to communicate and provide services and benefits appropriate to your needs;
• to ensure that we meet our legal obligations;
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•
•

to prevent and detect fraud or crime;
to process financial transactions including grants,

We will not pass any personal data on to third parties, other than to those who process information on our behalf, or
because we are required or allowed to do so by law. and where possible we will only do so after we have ensured that
sufficient steps have been taken to protect the personal data by the recipient.
We will not disclose any information that you provide ‘in confidence’ to us, to anyone else without your consent, except
in the few situations where disclosure is required by law, or where we have good reason to believe that failing to share
the information would put someone else or yourself at risk. You will be told about this.
Employment
In order to comply with contractual, statutory, and management obligations and responsibilities, we process personal
data, including ‘sensitive’ personal data, from job applicants and employees.
Such data can include, but isn’t limited to, information relating to health, racial or ethnic origin, and criminal convictions.
In certain circumstances, we may process personal data or sensitive personal data, without explicit consent. Further
information on what data is collected and why it’s processed is given below.
Contractual responsibilities: Our contractual responsibilities include those arising from the contract of employment. The
data processed to meet contractual responsibilities includes, but is not limited to, data relating to: payroll, bank account,
postal address, sick pay; leave, maternity pay, pension and emergency contacts.
Statutory responsibilities: Our statutory responsibilities are those imposed through law on the organisation as an
employer. The data processed to meet statutory responsibilities includes, but is not limited to, data relating to: tax,
national insurance, statutory sick pay, statutory maternity pay, family leave, work permits, equal opportunities
monitoring.
Management responsibilities: Our management responsibilities are those necessary for the organisational functioning of
the organisation. The data processed to meet management responsibilities includes, but is not limited to, data relating
to: recruitment and employment, training and development, absence, disciplinary matters, e-mail address and telephone
number.
Sensitive personal data
‘sensitive personal data’ is information about racial or ethnic origin, political opinions, religious beliefs or other similar
beliefs, trade union membership, physical or mental health, sexual life, and criminal allegations, proceedings or
convictions.
In certain limited circumstances, we may legally collect and process sensitive personal data without requiring the explicit
consent of an employee.
(a) We will process data about an employee’s health where it is necessary, for example, to record absence from work due
to sickness, to pay statutory sick pay, to make appropriate referrals to the Occupational Health Service, and to make any
necessary arrangements or adjustments to the workplace in the case of disability. This processing will not normally
happen without the employee’s knowledge and, where necessary, consent.
(b) We will process data about, but not limited to, an employee’s racial and ethnic origin, their sexual orientation or their
religious beliefs only where they have volunteered such data and only for the purpose of monitoring and upholding our
equal opportunities policies and related provisions.
(c) Data about an employee’s criminal convictions will be held as necessary.
Disclosure of personal data to other bodies
In order to carry out our contractual and management responsibilities, we may, from time to time, need to share an
employee’s personal data with one or more third party supplier.
To meet the employment contract, we are required to transfer an employee’s personal data to third parties, for example,
to pension providers and HM Revenue & Customs.
In order to fulfil our statutory responsibilities, we’re required to give some of an employee’s personal data to
government departments or agencies e.g. provision of salary and tax data to HM Revenue & Customs.
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Data Retention
The data that we hold on data subjects, is only held on our systems to enable us to deliver the requirements of schemes
on behalf of local authorities, The Energy Company Obligation, or any other grants funded programs that require us to
hold data to deliver support to data subjects. Will ask all data subjects for their consent to store data and the timescales
that we will need to keep their data for so that we can provide a service and offer ongoing support. Data will be stored
within the European Union and not transferred to any third party country or International organisation.
Telephone calls and emails
When making an enquiry on our website you will be required to enter your contact number and email address. We will
then use this data to contact you and provide the support/advice that you require. Ordinarily we will inform you if we
record or monitor any telephone calls you make to us. This will be used to increase your security, for our record keeping
of the transaction, and for our staff training purposes.
If you email us we may keep a record of your contact, your email address and the email for our record keeping of the
transaction. We suggest that you keep the amount of confidential information you send to us via email to a minimum or
contact us by post instead.
Using our website
Our website does not store or capture personal information. It does not use automated decision making or profiling. It
merely logs a number called your IP address which is automatically recognised by the system. Our web team use Google
Analytics to record visitors' use of the site and we use this information to inform our changes to the layout of our website
and to the information in it. Log files do not contain any personal data and they are not used to identify any individual
patterns of use of our website.
Our systems will capture and record personal information if you:
• subscribe to or apply for services that require personal information,
• report a fault and give your contact details for us to respond,
• contact us and leave your details for us to respond. Any forms on our website that capture personal
information are secure.
Information sharing
We may need to pass your information to other people and organisations that provide a service to support your needs.
These providers are obliged to keep your details securely, and we use them only to fulfil your request or deliver the
service. If we wish to pass your sensitive or confidential information onto a third party, we will only do so once we have
obtained your consent, unless we are permitted to do so under the GDPR or are legally required to do so.
We may disclose information when necessary to prevent risk of harm to an individual.
We may disclose information to other partners where it is necessary, either to comply with a legal obligation, or where
permitted under the GDPR, e.g. where the disclosure is necessary for the purposes of the prevention and / or detection
of crime. In some of these arrangements we may become joint data controllers or data controllers in common with the
other organisation(s).
How we Protect your information
Our aim is not to be intrusive, and we won't ask irrelevant or unnecessary questions. The information you provide will be
subject to rigorous measures and procedures to make sure it can't be seen, accessed or disclosed to anyone who
shouldn't see it.
We provide training to staff who handle personal information and treat it as a disciplinary matter if they misuse or do not
look after your personal information properly. We will not keep your information longer than it is needed or where the
law states how long this should be kept. We will dispose of paper records or delete any electronic personal information in
a secure way.
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Data subjects rights
You have the following rights under GDPR:
• Right to access the data held by us
• Right to rectification
• Right to erasure (right to be forgotten)
• Right to have any data processing restricted
• Right to data portability
• Right to object
Right to access
You are entitled to request access to any information about you that we hold, and we have a form which you can use to
make such a request.
Right to rectification
We try to ensure that any information we hold about you is correct. There may be situations where you find the
information we hold is no longer accurate and you have the right to have this corrected.
Right to erasure/be forgotten
You have the right to request that Act on Energy stops processing your personal data in relation to any service that we
offer. However, this may cause delays or prevent us delivering a service to you. Where possible we will seek to comply
with your request but we may be required to hold or process information to comply with a legal requirement.
Right to data restriction
You have the right to ask for a restriction of processing of your data if you believe that:
• The accuracy of the data held by us is incorrect and you want to contest it
• The processing is unlawful
• We no longer need to keep the data, but you require it for establishment, exercise or defence of a legal claim
• Pending legitimate grounds of interests of controller over the data subject.
This may cause delays or prevent us delivering a service to you. You will be informed by us before any restriction is lifted.
Right to Data Portability
You have the right to ask us to move/transfer your data to another organisation. Will provide this information in an
appropriate and readable form such as a CSV file. We will fulfil this request within one month of the request been made
unless the request is complex or we receive multiple request for data and this would extend the request for a maximum
of two months. We would respond within a month if this was the case.
Right to Object
You can contact us directly regarding any of these rights, please see the address details provided below. Alternatively, for
objections and complaints, you can also contact the UK supervisory body - ICO at https://ico.org.uk.
Notifications
Notification is the process where organisations register what personal data they use and how they use it with the
Information Commissioner (ICO). The Data Protection Act 1998 requires every data controller who is processing personal
data to notify unless there is a legal reason for them not to. Each entry includes the name and address of the data
controller and a general description of the processing of personal data by a data controller. You can consult the register
to find out what processing of personal data is being carried out by a particular data controller. You can search the ICO's
Register of Data Controllers to see our notification details; our registration number is Z6791554
Changes to this Privacy Statement
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We may make changes to this Privacy Statement from time to time. Changes will be published on this website. We
therefore recommend that you consult this Privacy Statement regularly, so that you are aware of such changes. This
privacy statement will never be modified to read that we may share or sell your personal information without either
explicit consent or without a contract between you and such a third party.

Contact Information
Post: Act on Energy, Unit 1.4 Lauriston Park, Pitchill, Warwickshire WR11 8SN
Phone: 0800 988 2881
Email: administration@actonenergy.org.uk
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